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L1\JL~~L'Jtl'i Apache: 

• 	 LtJ~.htaccess 'Vf~eJ Apache config file (httpd.conf 'Vf~eJ apache2.conf) 

• 	 L~lJ'\.J'J'J~~~eJ1tJt1mtl1'UhM : Options -I ndexes 

• ,J'UYin1vl~LL,,~n'Vf"~Ll'UL:8{vlneJ{ Apache 

L1\JL~~L'Ja{ Nginx : 

• 	 LtJ~1vl~ nginx.conf rl'U'VflL:a{vl L1eJ~~l'Vf-rUl~LlJ'U'Vf~eJl~~IJlL~ijeJ'U~l'1eJ.:lm'JtJ~m'JLL~~.:l'Jl tI m'J 

1~L'JnV1eJ~ L~lJ'\.J'J'J~~~eJ1tJt1mEJ1'UL~~vlL1 tl{ autoindex off, 

• ,J'UYin1vl~LL,,~n'Vf"~LluL:a1vlneJ1 Nginx 

L1\JL~~L'Ja{ Microsoft liS : 

• 	 LtJ~ IS Manager LL"~1tJ~Llu1'1f1Jl'Vf~eJ1~L'JnVleJ~L~ijeJ'U~~eJ.:lm'JtJ~m'JLL~~.:l'J1EJm'J1~L'JnVleJ~ 

• 	 l'l~n~tJi'1L~eJn Directory Browsing 1'ULU1 :: LL~~.:l~ru~lJWi 

• 	 I'l~n~ DisabLe 1'UL'Ul~LL~~.:ll"h~.:lL~eJtJ~m'JLL~~.:l'J1EJm'J1~L'JnVleJ~ 

• 	 ,J'UYinm'JLtJ~ t1'ULLtJ".:lLL,,~n'Vf"~LluL:a~vlL ·:m~ 

TLP: AMBER 
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l1flmnru,}bb~:::15n1':i"l'1t1"1'Ui111flnfl111'V1'N1"IJb'Ui.li vut IDctbb• 

'i1~'ltl.ui.lll~fi9li.l-3~b-.5" bb~:::U'U'U n1 "l'''l'111 oII1u.t111flfl fl1 :IJ'V110111"IJb'U i.li 
... . 

(Jl1lJVi~ 'i:;".1l'1ltJ ty ~9i fl1".1 f111lJlT'Uf1,nJatl ~ flCJ1'!l LtJtl{ ~ .i'lL lv<tblv 1~ r1 l'VI'U~~fl~ru~ 
'll tl~fItJ I'll flf11lJVll.:J1"lI LtJ d l~!'.ILLU.:J tltl twLJ'U on ".1::: (J)1J 1~ LL ri fItJ f1 fl f11lJ'V11~1'!l b'lltl ft 'U'i::: (J)tJhl~l tJ LL ".1.:J, , 
fICJl'jfl f11lJVll~1'!l LtJ tlft'U 'i:::(J)U~lCJLL 'i.:J LLa:::i)CJ I'j fl f11lJVll.:j1'!l LUtlft'U".1:::(J)U1fl~ ~ bL~:::t.xVlU1 CJ.:Jl'U"{Jtl.:j~j 

bL~:::VlU1CJ.:jl'U11'1'i.:J~h~~'U~1'U;;;1~f.1JVll.:j~1'i6'l'ULVlfIl LL~.:j1'Uf1'iru~bn ~VI~tl!ill~11~:::bn ~fICJf1 flf11lJVll.:j1'!lbtJtl1 
... u , 

~ tl'i:::UU"'l'i~ULVlfIl~~ eJ ~1Uf111lJ~ LLa~u~ ~'!leJ1J"UeJ.:jVlU1CJ .:jlU'lleJ~~jVl~e:),\IlU1CJ .:jlU11'1 'i.:j~~l.;j~UjlU;;;1~ty 

Vll.;j~l'i~ULVlfIl LLa:::1.xVlU1CJ.:J1Ulfl 'i.:j~~l.;j~Ujl'U;;;l~tyVll.;j~l'i~ULVI fIl-.u~v1TnCJ.;jlUL~eJnbVI~ flCJl')flFillJ 

Vll.;j1'!l Luuibn~:ffueJ ~l,:lihrtl;;;l~f.1J~u'i:::UU'lleJ.:JVlU1mlUlf1'i.:J~~l.;j~'U~lU;;;l~f.1JVll.:J~l'i~ULVI fIl '!u 
u ... u 

LvleJ1~Vlth tJ.:Jl'Ulf1'H ~~l.;j~U~lU~l~tyVll.;j~ l'i?\U L VlfIl n LLU1V11.:JU~~~if~L'iJUtUf11 ".1".11 CJ.;j lU 

f11 ".1lih l tJUlJ 1 ~ 'if11 'i(J11lJ~ r11V1U\i11'UU'i::: f11f1l f1 ru::: f'l'i'ilJ f11'i f11 'i~m'l'11'111lJlTU fl.;j tJ~ eJ~.ntl1"l1 LtJ tl{ LL v!~'1l1~ 

1'!l LU€l i Lbi'i (;l :::'i::: (J)U ~.:j f11 VI'U1111.xVl1.J1 tl-ll'U (J).:J f1~ l1-.u\i1 v11'il CJ -l1'U bVI ~.ntl f1 f1 AllJ Vll.;j1'!l L Utl i~ Ln\i1 ~'U, , 

Bcil.:Jniftl;;;l~tyl'i€l 'i:::UU'llmVl1.Jltl.:jl'U~ llJ'iltl f11'i~ r11V1u\i1111ULL UUVI1 tld ~ l'Uf11'i~.:JVll.:J 5LlJ~ 1VI"j~l'i 
VI~B~"m15f11'iVll.:jBL~ f1 Vl".1tlij f1 ~~'Ul\i1~nf111lJU~tl\i1.ntl L'!IU f1T~?i.:j'il~Nl'U~L.ul'i~?\~1CJ 

(L1J'Utl~l.:jifew) 

!'.Ifl .:j'ilCJ.:J1U'llB.;jVltiltJ.:jl'Ulf1'i.:J?\ ;;;1 1.:J~1'i?\'ULVlfIl1.xV1Uf1l'HU 

LU'UL~eJ.:j~rll~ty <il," 1'U mruVlU1tl.:jl'Ulf1'i~ ?\~l.:j~'UJll'U ;;;1~tyVll-l~l'i?\'ULVlfIlir.;jh]~llJl'H)LL~-lieJ~a~llJLLuu 

'iltl.:Jl'U1~eJ ~1.;jf1'iU~1'UfI1tl1u".1:::m;nG'l1 lvG:: -B'11u~ 1.xVlU1 CJ.:jlUIi1~fl~11-.u\i1~ .;j'iltl ~1'U~1tlimJ(;l L'Vh~n 
" " 

Lb~::: Ln un fl"J1lJ AUVI"j'lV1~uni€J~ ~ L~lJ L9ilJ1'U f11 'iii\'1 b ij'U fll 'i~Un e:J 1.xLL ~~ ~ eJ ;;;111fl.;jl'U flru::: f1 ".1'ilJ fl1 'i 

f11'ii'f1~1 f111lJl1'Ufl-lU;;lBI11 fltJ1'!l LuBi LL v!~'1l1&1 bu'U'i::: tl::: LLa:::~u-.u\i1vh LLa:::?i.:J'iltNl'U~?\lJ1JJru1.xLLri;;;111fl ~1'U 
l\i11:J L~1 1.xVlU1tJ~lUlfl".1.;j?\~l~~'U~l'U~lAf.1JVll.;j~l'i?\'Ul'Vlfll'W'.\Jl'iUn?i-l-UBlJ ;;l~lAf.1J~~1 b uui'i Brn'i~f1~1 

I <ill .... 'U v 

fl11lJlJ'Ufl~'lJ~eJ(i1 iltll'!lLueJi LL~:::?\eJ(i1 flae:J.;jtlu'UltJull:J (11)'i'1l~1f111~~U'llB.:jVl1.J1 cNl'U 

1'U Il)' ru~"'U1 tl~l'Ulfl ".1.:j~~l'l~'UjlU~l~!y'Vll-:J~l'i?\'U lVI fIlh]~l~l),flli\'IIij'U f)1),'Il\i1 L~~ I:JlJi m.m 

1'U),1EN l'U1~~1tJ lVlI'l C,J;;lUl.;j'lJ".1:::rn'i 1.xVl1.J1 tJ.:j lUlfl'i~?\~l.:J~\lJll'U;;;lAtyVll'1~l'i~U lVl!'!LL~~Vl1.J1tJ'I1'Umu ~lJ 
"" 0 fV 0 Q.I , "l 

VI'ivlll nu~ ll!;1'lleJ'l \9l 'U LL!;1::;~ lU fl~ l'U fl ru:::fl';l),lJ fll 'i fll'ii'1l~1 fl11lJlJ'U fl-lU~B\i1 fICJ1"lI L U vi LL vi'l'1l1~1~VI ),lU 

l\i1m~1 

vY-ld L¥l eJ1 VlVlthtJ'I1U'lltl-.'l i'j ij LL 'U1V11.:j tJ~u~~-n\i1 L'il'U1'U rn'i".1l CJ~l'U l ",Iil.n CJ fl fl flllJ'Vll'11 "iHUeJ i 

f1 ".1 LVI ~ fI tJ I'l f1 fill! Vll 'l1 "(j b U eJ i L fll11:ff'U e:J ti 1 'I n 11tJ ~1 A ty ~ B'i::: U U ~1 'i ~U L'\Il !,!''!J e:J ~''VI 1.J 1 tl.:J 1 'U 'll B.:j 

~.~t.x'l11V1ii'f1 Lfl ru.,,) Ll(l::: i6 III 'i".1l CJ '11'U.ntJ I'J fl !illl! Vll ~1'!l L U e:J i'll B~ 'VI1.J 1 tJ ~ 1 'ULfl 'i.:j?\ ~1 ~ vfu ~1'U;;;1 ~f.1J 

VI1.:j~l".1~'ULVlfIl(J).:jflfiI1-Ul~;r'U lI1tJ~A'U1·O\Ul'VI1.J1tJ.:J1'U'!JeJ,:rri'iLl11tlB'Ul~lJ .... , u 

http:rn'i".1l
http:1.xVl1.J1
http:11)'i'1l~1f111~~U'llB.:jVl1.J1
http:VI'U1111.xVl1.J1
http:l,:lihrtl;;;l~f.1J
http:l1flmnru,}bb~:::15n1':i"l'1t1"1'Ui111flnfl111'V1'N1"IJb'Ui.li
http:i.lmt1':ibb'U'tI'Vhll'th:::n1f1f1ru:::n':i':illn1':ifhn'Uflbb~~1'UfI'l11111'UfI,,'IJ~i.lfli1t11"IJ~'l.id


Ill. ~1'UfI1'5n'l'l-1~ilu'in"J·'!Jil'l'l-11.l1V'l1'U LLfI:: ~il'l-1t11V'l1'U~LnflL'l-1".nVflnfl11J 
:SB~,jlt1\l1\JViLi')VI L~lJlntll'1nfmJ • • . . . 
ViB ~'UB\l~,jlt1\l1\J~~B~,jlt1\l1\J~BtI~ Lf1V1L~lJlntl fl nl'111J. , 

(;)11.1. ~,j\l\l1\J.. , 
'llB~\Jlt1\l1\J BLlJ~ 
1vn~~vl (~v\'1\l1\J / jjv~B) 

cr. fl111J~miitl'l'!Jil'lL'l-1f1.nVfl nfl11J, . 
o L~(Jpltl~nI'11lJ1~ll 0 nl'r'i1t1\l1\J-rrvlJ"~m~tJ\l\l1m~lJlntll'1nl'11lJL~1J 

\J • • 

cr. ~n~ru::.nvflnfl11JV11'11'l1LUil1• 
'l~uuvtt~~uc.m ~'l~V1UjjI'111lJ~1A'1l~B~\J1)f1\l~fi'n'UB\l~,jl tI':]1\J~~B111 

L~(J)nl'lruViLf1V1~\JLf1V1\l1nntl~nI'111JV11':]l'!1Luv1'" 1\J'l~~U1V1 (1J11Jl'l1 ~o) 

o 11111tJLL'l\l . 0 11tJLL'l\l 0 in'lm (n) 0 in'llJl ('U) 

o fl.:]111?!11J1'lm~u•1~ 

nl 'l~1 I.D\Jnl'lvttll I.~\J1UIJl11J:J1m~1\J1'1111JU"vVintI'UB.:]~,jlt1':]1\J... 
(Non-Compliance Activity) 

nl'l'tJf1'ln 1 \J'l~~u~mu~lJ'l::uu (Root Level Intrusion) 

* B1,:] B\l~lJ1V1~1l1Jl11Jfl11'1 c..J\Jlf1't11 tlU'l~ nl~1'1 ru: 'l'llJnl'l nl'l-rm~11'1111Jl1\J1'1\lU~ BVintI1'!II.uv1 1.1.", \l'll1~ 
\J

L~B\l ~n~ru~.n tll'1 nI'111JV11':]l'llL UB11J11Jl'lfl1'lth)\l tl\J -rujj B U'l::Lij\J 'l.J'i1UU'l11J LL"~'l::~U.n tll'1 flI'111J. . 
V11.:]1'llLUB1LL~"::'l~~U ~.~. \!J<t'0<t (~\l~ ntl~nl'1~lJV11\l1'llLUv1~lJ1V1~~~ 0 ~1J1V1~~~ (j) LL~~~lJ1V1~~~ ~ 
1llL-rr1'li1t1\'u\Jntll'1nI'111JV11\l1'llLUB1~,;)m'l1t1\l1\J) 

'" Yi"i::"i1"U'Y~n1"i~fl'\i1m1lJ~\JfI~1J<lv~JitA'!I\\Jv1 Yi.i'1 . 1!J <t"iv\!) f'h""\J~i'l11lJ""lJ1V~v~ "Jiv"lnfl1lJvmt'!l\\Jv1" ~~;j' n1"if1"i::";1""~v
n1"i~1 \\i\Jn1"i1~ 'll~vij"v\J l~v1';flvlJ~,\\I1 v1""~v"i::\J\JflvlJ~'l \\I1v1".,~vl1J"i\\f1"ilJUJYl~1J"i::"~fI'1~V~~""lJ1V1.x\n~ n1"i1J"i::"l'\i~1vIIIv 
"i::\J\JflvlJ~,\\I1v1 ,jvl;j<ll'lvlJ~I\\I1v1 ""~v,jvl;j<l~\J~\~VI,jV~ \\<I::\\J\Jf1~\J\I1"i1vmn"'J::5~~'J::riv1.x\n~m1lJ\~V""1V".,~mi~~<lf1"i::'I1\J 

o ....' ....' ...,. II ...oJ...J II

IIlvn1"i'l11~1\J~v~flvlJYiI\\I1v"i "i::\JUi'lvlJYiI\\I1v"i """iv~vl;j<lv," 'mnvl~V~ 



II "" -' '" II 11..1 )'VIlJ1VLf\'!Ji}1{1i}{I (111'V1'j'UL\l1'V1'U1'V1 flnlJ"Ii. : 

,'VI\hV{l1'U~j'U~f1'!Ji}'Uflf1f11lJL'VIfl.tlV~mfl1lJ (a1il): 
, . . 
,<V .. 

1'U'VI: L1f\1: 

,.j 

"l1e:J-'UllJ(;\f1~:, 
.;i , 
"l1e:JVI'U1C1~TU: 

1111 bb VI,j~~l'U: 

~hlJ~: hJ';j(i1~::u, 
,1V1~~Ylvi (~~hn'U / iie:J~e:J): 

n1'J':iltJ'Il'U.ueJlJ"~m~eJ'I'llflLWI1.tlClfl f1f11m~lJ 

t d u 
nm. fl1llJfI eH'UcNI'!Ji}{lL'VIflflElflfl flllJ, . 

o LVlI11.tleJflf1f11lJ1Vlll 0 
, , \I" 'I 

no:'. flm!'iW~.tlElflnflllJ'VI1{11'ijL'Utl~• 
'J:::U um~i''UeJ" f1 ':i::::V1'U ii rr:l1lJ" 1 fIty~ fl W'U 5il'lVl~n'!JeJ'IVltJ1 ml'U 

10ri D1lJ1ori 

LVll11nTH11Yhii\>l~'ULn(iH.l1f1.tlw;1flfl1lJvn~1"l1L'UB1<t:: 1'U':i:::~'U1(11 (lJ1111':il DO), , 

o ~lmL ':i'l 0 1f1~\J1 lfl~\J1 ('!J) 

o tJ'Il11G11lJl':im:::'U,lr;1' 



-Iv 

'M1I1" tI. ,j't111~n1''i1il ''J 1\lYfU.t1VFtnFt111\~~Ui)'f" , 
'" .. '" '" tlWl. 1'U ~1~1 'Vl~n~~'MIiI/WFtnFt111, , 

... .. .. ... .. 
1'UVl : l" eJ nTUVl nm : l'-h~"j~'U, 

1'U ~1~1 ~'Mt.bv·:I1'UlFt'l.r~~1~~'U~1'Ua1flruV11~al'Ht'U~'Vlff'Vl'l1U ~'M1iI.t1VFtn Ft111 
I , 4llJ aI 1 1 

... ... ...... .. 
1'UVl : l" eJ f11'UVl nm : hh~"j~'U, 

tim. 1'U ~1~1 Vh~~~~'M91.t1vFtnFt1111~'Mt.i1v~1'UFt1\J Ftll'M~t1ihnu~u~'Vl'l1U , , . '"' 
D fi'l1lJ1~LL~'l D LL~'lLL~1 

tim. 'M1I1"'M~tltI~.t1VFtnFt111 (~~t1n\~1I1nn':h Wl 'j1l1fl1'l)" , 

I ...•ft1£161J18'M3I1f1~~* 

fl1"j'Vicm.nlJ'Ufl"jflL~eJ~1"j1'l-ff'i)lJ~eJ'll'lmL~eJl'llJ~ (Reconnaissance)D vnn~'VI,j~ Iv ' , " " 
fl1"j~lLU'Ufl1"jvfuj l U'UhJI'l1lJlJll'l"j]1'U1"I11lJU"eJ~.nEJ'tJeJ'l'VI1J1 EJ'll'U 

" 
D 'VIlJ1~'VI,j~ r;n 

(Non-Compliance Activity) 

fl1"j~ n~ fll(1lClfl1"jHl1"Ln1 (Malicious LO'Sic)D 'VIlJ1~'VI,j~ ~ 
" 

D 'VIlJ1~'VI,j~ ct fl1"j'Umfl1'U"j~~'Umoff'l1'U (User LeveL Intrusion)
' , " " 

D 'VIlJ1~'VI,j~ b fl1"j'Umfl1'U"j~~'U~m'Ul"IlJ"j~ 'U (Root LeveL Intrusion)
' , 'U 1" 

fl1"j'Umn~vh1tThJ?lllJl"jm-ffl1Ul-d'U~fl1"j1~ (DeniaL of SeNice)D 'VIlJ1~'VI,j~ ~ ' ," 

D 'VIlJ1~'VI,j~ ~ 
 l'VIlJ)fl1'jruYieJ~'j~wil'lfl1'j1 Lml~~?leJ'U?l1'U (investi'Satin'S) 


" 

lu"j\11'j~'U,
D ~'U 1 

* eh.1B'l'VIlJ1 (Il'VI,jl'l1lJrnl"l e.J'U1 m11 EJU'j~ fl1P11"1 ru~ fl'j"jlJ fl1'jfl1'j1m~lmllJ0'Ul"I..jtl"eJ~.nEJ1'ilL'UeJ1LLvi'l'1l1~ 
" 

. L~eJ..j ~nmu~.nEJl"lnl"lllJVll'l1'1ll'UeJ1lJl\i1'jfl1"ji:leJ..j r1'U ~'UlJeJ U'j~llj'U U'jl'UU'jllJ Ll~~'j~~'U.nCll"lnl"lllJVll..j 
1'1lL'UeJ1LL~~~'j~~~ 'Vi.PI. Ivctb~ (vr..j~.nEJl"lnl"lllJ'VIlJ1 (1lVl,j~ 0 lL"~ ~ bJl-ffl~lmu'U.nEJl"lnmlJ~~eJ'l'jlEJ..jl'U)(9) 

II .r" d u ~'...a.' ~ c:r" mIf..,
tI<c. tltllI~LUtI'IIiI'U~nV1nU'l::UUFttlll~1lliltl'l Ftull~-HliltI'l U'lfl1'l 'M'ltltltlll"'Vl ~'jut-l"m::'Vlu:

" " 
"m'U~~..j'tJeJ..jLI"I~eJ..j -ffeJlJ~ VI~eJ~'UVl1'Vi~ltLv11'Ue.J"m~Vl'U (L'li'U ~'lVll(1l I'il'U" ~n ~eJ..j):

" 
lu'j\1l'j~'U, 

~eJm~'U~fl1'jll"l~eJ~lEJvn~'U~fl1'jLlfh~'U1J 'U~fl1"j VI~eJ-ffeJlJ"mv11'Ue.J"m~Vl'U : 
" " 

lu'j~'j~'U, 
'U~fl1'j'tJe:J..j'j~'U'U -ffeJlJ" VI~eJ~'UVl~'Vi~m~1'Ue.J"f1'j~Vl'U (l'li'U 'U~fl1"jfl1'jle:J'Ul~'U) : 

" 
lt1'j\11'j~'U, 

~n1~LL11 'IleJyJ~lL11m~1'Uc.J~f1'j~Vl'U (bJ'j(ll"j~'\..J"jlCl"~LaEJ\11 l'li'U ~e.J~\iI'VI~eJ~~eJ 1'U'UeJ'lLI"I~eJ..j, " , 
l"Ie:JlJ~1Ll'leJ1) : 1U'j\11'j~mlC1(1~ LB(J~, 

ijm\f1'j~Vl'U~eJfl1'j~eJ?ll'j (Vll..j1Vl'j~'Viv1 VI~eJ fl1'j1off'll'ULI"I~eJ~lCl): lt1'j\1l'j~~ 

'jlEJ~~laEJ~~'U 1: hJwl'j~'U 



• • fIl6'l. iUl1lJnTJruVl;anl'~u.m'IJLVI"iltJfIlnfll111 (L~anl~1I1nn11 6'l ".i1f.1m".i) 

D BtJlu.rr'U\9re)'Uf11':i'IJBm1lJ'lbCJVM~B
'Ii 

film. ~.:jvtl~fl1LillJn1".iVl;ill~LLm'IJhJLL~1 
~-.l1lJ1~ihd'jlJf11':iLLA1'IJ1V) 1 D CJm~flfl11L~BlJ~m:;UUBBfl\J1ml"1~a'lhmL;;11 

D {Jl':il\J?1BUimJ~\J':i1\J':i (Los) LL;;11 D ~TJ\J?1BUh11LLf11lJ (LLl1lJ binaries!.exe) LL;;11
'Ii 



- ~ 

u d~ ~1I.c: ., 114 

~@.@ 1'U ~1"1 'VIC;! ~~1Jru~~'i1J~'U~'tI1()'1'j::tJtJ (System Access) 

l'U~: L~Bfll'UVi L1~1: hJ'j~ 'j ::: 'U hj'VI'j1'U: 0, 

If "u l' ~@.I:I 'tIv1J"01'iVitJ LVI'ULVI "f\Uflnfl11J'VI1~ 'tfLtJ i) 'j 'II , , 

.t:III .d dill v .d I ClIo 

'j1tJ~~LBtJ~LLVI~'1VllJ1 VI'jBIJ1'ULVlIJ1'lJB'IL'vWIf1W'lflfl1lJ (LVl1Vlm1'U L'!I'U fl'U, fl11lJ[:.J~~~1~'lJB'I. .. 
'j:::'U'U, .nmi'j'jlJ'!I1~, flw~l~lJ, fl11lJ~~~m~~lflfl'U'UBflB'Irif1'j):

" 
LLh~'j~'U, 

'Uflfl~ 15 Vl1mfl~B'IljB~IJ1'j1~~'U.ntJflfl I'l 1lJ (L'lh.J mi, ~~LL~'j~'U'U , hhLLmlJ Anti-virus, IDS,
'I 'I \J 'U'U 

f11'j1 Lfl'j1:::";iBlJ~~'j1~'jVl1'1flBlJYl1 LIJ1B{ 1lJVl'j1'U):
" 
hb~'j~ 'U, 

'j1tJ~~ LB tJ~'lJB'IU ruVl1~n~ru::fl~1 tJ tl\.J~"n11 tJ'I1'ULfl tJ~'UlJ1nm.J (tl1lj LLh~'j~Lm tJ~~ LB tJ~):
~ , 

hl'j~'j~'U 
... U ( d .. .,. J , ... If ) 

~@.Q1 'i1tJ"::LvU~H.J"m::'V1tJ~1mVl~f\Uflnfl1lJ 'i::tJlI.J"m::'V1tJ'VI1JLn~'tI'U~v 'i::tJtJ fl'U VI'itl'tlv1J" 
41 41 , \J 

\l1'U1'L1'j~'U'U 'U"1 fn'j Vl1tl~'UVl'r~~~LU'ULfl 'j'1i:'111'1~'U~1'U'"1rlruVl1'1i:'11'ji:'1'L1 LVlI'IYnvi'1'U [:.J~ m~'VI'U.. ~ 

((~tJLh~lJ1ru): hbm::'U, 
Vl1~~~'U~"'1rlf\!~'LI '1 ~m~1vi'1'UII.J~m ::Vl'U: hh~'j::~ 
\l1'L11'L1envi'1'U[:.J~m~Vl'U ((~m.h::lJ1ru) : LLh~'j::'U" . 
lJ~rhfl11lJ L~tJVl1tJ ((~m.h~lJ1ru): L,j 'j f\1::U " , 

1'LImru~itllJ~~'j::'U1Ji1uflfl~1vi'f11'v1~ (V1~ml fl'lJllJtJ): 


\J 'I 'I 'U 

\l1'U1'UUflfl~~LU'LIL~1'lJB'IiBlJ 1i : hh~'j::'U. " , 
'!Ilj~'lJB'IitllJ~ (L~BflVl flitlvlhi ):" . 

o iBlJ~1'ULmlJlJ1"1fl~ 0 iBlJ~f11'j~~viB
" " 

o VllJ1m~'lJulJ1'j'\.b:: '!I 1'!1'L1 

o iBlJ~Vl1'1f11'jLL'V'lVl cl 
" 

o ~'U '1 : l,j'j~'j:: ll 

\l1'L11'UitllJ~ (Record) Ynvi'1U ~ n'j~VlU : hhWl "i::u" . 
[:.J~m::Vl'U~'LI '1 vlLn~~'LI : hJ 'j ~"i::'U 



- <i: 

hh:~'l~LJ 

m'l1-1f'l:;'U'UVI~mfl~eJ'l.ffiJi''i'U e..J~fl'l~'VI'U b~'U~1'UL~eJ"V1"VlJ'!J en CJe.I~1tI~'ll::;'U'UVI~€1 Lfl~€I'l~'U: 
... 'U 

(L~€Ifl1Ji'lJ1nnl1 (9) 11CJfl11) 

o '.i1 CJ fl11oUmJrl'il'51 "V'5'V11'lfltJlJ~1 L(>le:J {~r:l~tI fl~ 
'U 

ucy~0-1fiifl11lJ ~~tlfl~ 

~~~r;;lL~"VLLa:;hJr;;lL~"V 

DNS VI~€1 flJl'!J€I'l 
'" 

o tl1'HJtl'5~~'U~'VI~flT'jloU1i:1'l'.i~'U'Ul~CJ1:IJ'VI)1'U(;11 LVI(>l, 
o r11)(l1)1\l¥l'U m'TI'i1'l1'U'!J€I'l1tI)LLmlJmEmtl mw L~€I~'Um'.i'i'U,",~€IlJamCJ1'ULfl~€I'thCJ 

, 'U 

f11'.iL<U11-1f'l 1'Ufl t'l (;1 (?1V11CJ'!J€I'l m-1f.ffilJ (;1 €I ~ f1;;l€l'l n'U f11'.i1-1f'l1'Uflt'l(;1(?1V11CJ~ btl ~~'U"V~'l
''OJ , 

lV >dII di odl v 

f11'.iLL\J'l L(Il€l'U"V1fl Lfl'.ie:J'llJ e:J1?I'J1\J\J'U tl1 '.i'U,tl1n, 
o nTHoU1lJ1fn(?1l1l'.i::b1'U (Probing) (Browsing) ~1J1(;1'l~CJ 

fl1'.iLtI~ CJ'ULLtI~'l'1J'U1~1vJrl'1tI"il1m~lJU'U'U~ (?1t1n&l 

m".iLtI~cMLtI~'U~'1Je:J'llvJrl'1t1"illnL~lJLL'U'Ue:1(?1t1n~ 
f11'.iLLm'1JVI~e:lrl'UoUe:JlJrlYi~(?1t1n~

" 
1vJ~1VI:lJtl

'U 
m1~1'l~'Ul(?1CJ1:IJ'VI'.i1'U(;11LVll1l

, 

fl1'.ibLm'!JVI,J1L1'U 0 VI~e:J setgid 

f11 ".ibtI~CJ'U LL tlrl'l1'U1(?1 L".i n'VI€l ~LLrl:: Lb~lJ<UBl;ja'1J€I'l".i::;'U'UtI~~f11'j~r:l(?1t1 fl&l 

f11'5(il'j1"ilVl'U1tI'Hbfl".ilJb'll1::;".i::;'U'U utility) 

~'l~~(?1t1f1~ntI\J1m~lJ~'U ~: 

'I@.<1' ':i1eJfI~biieJfl'tlB'IbVll1lileJflInfll1lJfl1lJ~1~'UL1f11 :'1 LL~fl1':i'ii1~lJflI~'I LL':in ~tJ~'Iihr-\lu'U 
~ q '\J '4 

(L'tftJ Attack vector, L'V1fl1;jfllVl~mfl~B'IijBv1e!~1~1l1.u 'fI')
"" 
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